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2.1 Systems-Theoretic Process Analysis (STPA)

Systems-Theoretic Process Analysis (STPA)i= HA 7|% 9
st TFE, AJAE o]&e] 7|Hkgt causality model?l Sys-
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trolled processe Alo3t7] ¢]3l] & 23t actuator®} control-
ler”} controlled process®] feedbacks 12 7] 93t sen-
sor’} S1th Controller= 2JAF A4S Ugl”7] &l W4
© 2 control algorithm™} process model= 7}X|™, ©o] Z
process model<> controller’} 7}A]i= WF-Z<l WE o7,
AAE 52 A oish Ry Aok
process®] AH T& E33 7 Uk

Al 1A A= 7 HA @A oA 283 control
structure | A1 &) CA7} 574 3 = 3 A hazardE
ZH & u, = unsafe control action (UCA)°| = uw o]&
sty of™ A3 e oA CATE Al E=A
uheh QEATHA obdAVE AAH PR, UCAS AET

control action

controlled

2 L

+ context® TEAlEoF sttt UCAClE Ul 7HAl 3o
AN, ZHzEe o3 2k (1) CAE AlFsHA &= o)
hazardE F23t}; (2) CASE A &3t 2 0] hazardS
et} (3) FAF o2 FHE CAE Al Fsiy, Ui o
AU =, 2 Z3E SAZ CAE Al @)
H&EAoZ AFH= CAY A Uy el AE5HA
vy ke A v

A ek G A A= UCAS] T A& YEFH & loss
(£ causal) scenarios 2 3T}, Loss scenario= A F
For vdn. 72 F3olA= ‘UcA7t s o
I CATE B AdH A AP A 0}01'7‘1 hazard7}
A e Ale] JFsirh UCA7E B =S st €
o= Ul 7FA 7} Sltt (&84 ILH) controller
%, FA A%k control algorithm, TFE controllerol A
UCA, 18]32 H 443t process modelo] ©]e]

TO 2 CA7F Z5 A HAY AP oF
OFA hazard7} WA= YA O EE actuators EFFSl
control pathe] A1 2] E#1¢} AA|Z controlel] we} & 2}s}
= controlled process®] A7} S1T}. Loss scenario 2] A]
o= Z & tigt #2242l causal factors 7|&= 3},

controller®

%éﬁr&mfrgz{o

ojZlo] WATA AEF sh= FF A &L
NES S} o]F A =EF loss scenarios &l A
o k& &R 9% F7F e Aol =EE
Lo, A|AE ] oA E EESAY HAE AojA
£ AYshs o9 #eol 754 oo

2.2 Quality Attribute Scenario (QAS)

Quality Attribute (QA)= Al A~ES
ol Q7 (needs) & 7HXE FET
Sk (measurable) H]7]5 % 45 ulatn], 1 A EE
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[14]°1 4= §E 3= (collaborative) CPSS] 7HH A (var-
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ARESE S EE3te] QASE s dAE H
k. olu QASS AHME 57| 93 guideword™ $HAl A
Aleksle=dl, GAlell AAIgE guidewordi= 'without failure,
'until (operation), 'within (time)', 'after (operation)'®] U] 7}#]
=2, QAS?] response measure® &8 4 Qlrial Agst
ATt o]F FUF AFE AYyFOoEMA 7]E2] ofolr]o]
£ A7 Ajtele ZRAAE TR # sws
B3l AlQtstc). ARt ZEAAE FE STPAS A
=7 AFE= guidewordE &3] QASS FEHIE
safety TCE AT o+ o, F4st TCE 3l safety
testing= X3y 4 T}
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Typical STPA Process Safety TC Generation Process

1) Tokenize unsafe control actions and

1) Define purpose of the uns
loss scenarios into words and phrases

analysis

2) Select guidewords according to the
2) Model the control type of unsafe control action

structure . . .
= With (certain percentage of failure)

= Without failure

= Until (certain function) gets back to normal

3) Identify unsafe control = Until (certain operation) is provided
actions = Within (certain amount of time)

= After (certain operation) is performed

4) Identify loss scenarios 3) Generate safety TC in the form of

quality attribute scenarios
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scenario®] S EF oo} dla1, 1 FEl= QASY FHEIE
&k

<71% 1> 39| Safety TC Generation Process® + W
A GAANA AAE guidewordE UM AE S [28]°
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I/O device
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(internal/external) Data source

Stimulus

Source’} A ¥3l= HlolE =& AojHH

Environment

([101°1A A &-8Fi= safety general scenario)

In normal operation
In degraded operation
In manual operation
In recovery mode

Artifact

Controller
Controlled process
/O device

Response

E25sh STPA A3t § Ftel tfg F
o Yol WE= g = ofdel
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Unsafe states <128} t& 5 sty 9]

e wEth

Avoid the unsafe state

Recover

Continue in degraded or safe mode

Shut down

Switch to manual operation

Switch to a backup system

Notify appropriate entities (people or sys-
tems)

Log the unsafe state (and the response to it)

Response
measure
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Monitoring Software

MQTT Broker Server

® 3WAYT ®

Transportation
Information System

Traffic Control System |
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rathie B SRYSEM [ Central Control
Subsyste;
. Tratfic Light Subsystem + Hbsystem
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o] oAl F UCA-13< #E A7t 7MYgste] A AES
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FebolH, o] hazardv AW
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olE At deste F4e FasHA Xkl

= LS19-2: &2 A 195 Adsto] AR
Zede] oigk dioleE AleiA X7
HAERAIAEO] g ARE AFsHA] otr] F
A A BAAEIo] ZEHE process model #H= 7HA| 7
Hoath 215 el digk dHolEE wE g BA|AH
o] AlFrEA st AL AA 7|59 Aotz Q& A
AR HolHE TR sk X7 wjitolth
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control algorithm= 7}A] 3L QlofA ZOLEZﬂ M BEA A
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T Ass Ao WHEE Aleshs H]"ﬂ A g 3k i ok

£ 9] loss scenarior= STPA handbook [11]°]] A|A] ¥ caus-
al factor®] o|AlE web FAHUTE o] F LS19-2¢] 74
T WFHRAAHORNE ZxE JEE Aol F
e Al MBEAAE O] ZSF process models 7FAI Al
A7 wistel UCA-197F 28 gcka 48kl whaebA
LS19-2% WEHYRAI A A ZAE FHACR
tEh Aol weps = FASE loss scenario 13 ol A
= o8 7}A| causal factor’} A= ¢ oz 99
w2 shue] UCAol thal o8] 7FA] loss scenario”}

lg%% T O]g—% Hol= o LR oldsfof sttt
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